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6 rapports pour connaitre I'état de
son tenant Microsoft 365 et gérer le
risque de surexposition

Mise a disposition de tableaux de bords et de requétes, permettant d’avoir une vue d’ensemble sur la surexposition des données
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EXPLORER VOTRE ENVIRONNEMENT MICROSOFT 365

$$ IDECSI

Enterprise Security

Scope

Points of attention
MDS Campaigns
MDS Usage

Query - M365 Groups
Query - Sharings

Query - Sharings by classification

You can filter the data using the filters
below:

Country

Tout

I

Company

Tout

Department

Tout

I

Organization Unit

I

Tout

Reset filters

Last update: 6/18/2024

vi30

Scope

Click here for more details and exports: = Distribution

Here is an overview of the Mailboxes, OneDrive, Teams and SharePoint for which IDECSI analyses permissions and configurations. Each audited resource is attached to
a user; referred to as a manager. In the case of a collaborative resource, a manager is automatically identified among the owners.

USERS

92

MAILBOXES

2(3,39%)

57(96.61%)

Audited with alerting @ True @False

SHAREPOINT SITES

714,79%)

139(95.21%)

Audited with alerting @ True @False

RESOURCES

49 Users

59 Mailboxes

39 Users

146 Libraries

317

a

ONEDRIVE

AVERAGE RESOURCES PER USER

6.1

45 Users
45 OneDrives

43 (95,56%)

Audited with alerting @ True @ False
i
6(8.96%)

31 Users

67 Libraries

61(91,04%)

Audited with alerting @ True @False

Les permettent
d’explorer simplement
I'environnement Microsoft 365.

Supervision globale pour une
analyse fine du tenant (par BU,
département, pays...) et la
supervision des boites aux
lettres, des OneDrive, des Teams
/ Sites SharePoint.

Powered by §p IDECSI

Enterprise Security



GOVERNANCE

DATA

IDECSI

eeeeeeeeeeeeeeeee

Points of attention
MDS Campaigns
MDS Usage
Query - M365 Groups
Query - Sharings

Query - Sharings by classification

You can filter the data using the filters
below:

Country
Company

Department

Organization Unit

Reset filters

Last update: 6/18/2024

Click here for more details and exports =) Users =3 Distribution =3 Evolution

Points of attention

Here is an overview of the elements defined by IDECSI as being potentially at risk. These points of attention are displayed in MyDataSecurity for users to review.

USERS WITH POINTS OF ATTENTION RESOURCES WITH POINTS OF ATTENTION TOTAL POINTS OF ATTENTION

POINTS OF ATTENTION - MAILBOXES ‘I 2 6 H POINTS OF ATTENTION - ONEDRIVE

Inbox Rule ext... Anonymous link
Anonymous s... 14
Full access permission
Sensitive item
18

POINTS OF ATTENTION - SHAREPOINT 3 8 @ POINTS OF ATTENTION - TEAMS 9 ‘I *

Sensitive i.. Anony...

12 9

Anonymous link w...

Compz Iy link with se...

T

risques associes a
des liens partagés a
toute I'entreprise

30 points d'attention sur la
visibilité (privé/public) des groupes
Teams

REVELER LE NOMBRE DE RISQUES DANS L'ENVIRONNEMENT

Les sont les
risques potentiels évalués par la
plateforme, comme des
partages, des acces, des droits
et des configurations, sensibles.

Supervision du nombre de
risques et sa répartition par
typologie de ressources.

14 risques associés a des
liens anonymes dans
OneDrive
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IDENTIFIER LES PARTAGES A RISQUES DE L'ORGANISATION

> IDECSI

Entarpri

Security

Scope

Points of attention
MDS Campaigns
MDS Usage

Query - M365 Groups
Query - Sharings

Query - Sharings by classification

You can filter the data using the filters
below:

Country

Tout

Company

Tout

I

Department

Tout

I

Organization Unit

Tout

I

Sharings - Query

ONEDRIVES / SITES ANONYMOUS LINKS

20 106

ONEDRIVES / SITES SHARING LINKS FOR GROUPS

1L

DETAILS OF THE SHARINGS

Types Name
OneDrive Alex WILBER
OneDrive Antoine YABLOKOV
OneDrive David BROWN
OneDrive Franklin BAXTER

Click here for more details and exports =) Distribution

Container privacy - Identity type Sharing type

COMPANY LINKS SHARED FILES AND FOLDERS SHARINGS BY TYPE

13.88% 5.32%
9.94%

198 | '4

67.67%

@False @ True @ Anonymous link @ Company link P

SHARINGS FOR EXTERNALS EXT SHARINGS BY TYPE EXT SHARINGS BY IDENTITY

12.39%

87.61%

@Guest Entra ID @ Guest SharePoint

Manager Privacy Anonymous link Company link External sharing  Group link

AlexW@myidecsi.com 5 7 7
ayablokov@myidecsi.com

davidb@myidecsicom

franklinb@myidecsi.com

OneDrive Lee GU LeeG@myidecsi.com
Reset filters. OneDrive Lidia HOLLOWAY LidiaH@myidecsi.com
OneDrive Lynne ROBBINS LynneR@myidecsicom
Total
15/10/2024
12\10\S03%

Supervision des

sur
des fichiers ou des dossiers
dans Microsoft 365, pour réduire
les risques de fuite de données a
I'extérieur de ['organisation ou
du département.
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Scope

Points of attention
MDS Campaigns
MDS Usage

Query - M36S Groups
Query - Sharings

Query - Sharings by classification

You can filter the dato using the filters

below

Courtry

Tout

Camoany

out

Deparment

out

Organaation Uit

Reset filters

18042024

ation - Query

SGNING C Y 3h

Sharings by classifi

SharePoint / Teams Tout

ONEDRIVE / SITES CLASSIF. IN PUBLIC SITES SHARED FILES AND FOLDERS

SENSITIVE SHARINGS

11 N/A

ASSIFICATION
knonymous brk  Company link Grous ink  Externa: ™

5] L_IEES
i

EXT SHARINGS BY TYPE

DETAILS OF THE SHARINGS

an  Anonymous link  Company ink  Exn

wal

¥ Frivate C
SharePont ! Teams = Executive commutiee
SharePant / Tears - Exmculive commition

SHARINGS BY CLASSIFICATION

EXT SHARINGS BY IDENTITY

naring  Group link Al classifietd

IDENTIFIER LES PARTAGES A RISQUES SUR DES FICHIERS CONFIDENTIELS

|dentifier

risques de divulgation de données
confidentielles en interne ou a
I'externe, via les partages
anonymes sur des fichiers classés
(C3 —Confidentiel, C4 — Secret...)
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Scope
Points of attention
MDS Campaigns

MDS Usage

Query - M365 Groups

Query - Sharings

Query - Sharings by classification

You can filter the data us
below:

Country

Tout

I

Company

Tout

I

Department
Tout

Organization Unit

I

Tout

Reset filters

18/06/2024

IDENTIFIER LES GROUPES MICROSOFT 365 SANS PROPRIETAIRE
OU COMPOSES D'UTILISATEURS EXTERIEURS

Th

nts the overall status of the Micro:

M365 GROUPS

CONFIDENTIALITY

61(41.22%)

ing the filters

87(58.78%)

@® Private @ Public

LIST OF THE MICROSOFT 365 GROUPS

Teams

True
True
True
True
True
True
True
True
True
True
True
True
True
True
True

Ealca

v

Display name

My IDECSI

LR - Project Hephaistos - Visionary Works
Project Tulip

AD - External - Customer Connection Program
AP - External - Customer Connection Program
AY - External - Customer Connection Program
BL - External - Customer Connection Program
CS - External - Customer Connection Program
DB - External - Customer Connection Program
DR - External - Customer Connection Program
FB - External - Customer Connection Program
LB - External - Customer Connection Program
MC - External - Customer Connection Program
PR - External - Customer Connection Program
Belfast Expand 01

11K Marlating 2 Cam

M365 Groups - Query

M365 GROUPS WITHOUT OWNER

20

OWNERS PER M365 GROUP
81(5.41%)

53(35,81%)

EMail

LidiaH@myidecsi.com
PradeepG@myidecsi.com
AdeleV@myidecsicom
AlexW@myidecsi.com
NestorW@myidecsi.com
ayablokov@myidecsi.com
blowe@myidecsi.com
AdeleV@myidecsicom
davidb@myidecsi.com
patrickj@myidecsi.com
franklinb@myidecsi.com
LeeG@myidecsi.com
mirandac@myidecsi.com
LidiaH@myidecsi.com
NestorW@myidecsi.com

MiriamR@muidarei ram

[N

64 (43,24%)

Manager fhill <=t

M365 GROUPS WITH GUESTS

60

GUESTS PER M365 GROUP

46 (31.08%)

14(9.46%)

Confidentiality Owners Members Guests Total Site Admins Quota used

Private
Public

Private
Private
Private
Private
Private
Private
Private
Private
Private
Private
Private
Private
Private

Drivata

o

9 0000000 OO OO O

0

1 143 MB
1 232GB
1 341 MB
1 1.37 MB
1 1.37MB
1 1.45 MB
1 1.87 MB
1 1.37MB
1 137 MB
1 137 MB
1 137 MB
1 1.37MB
1 229 MB
1 1942 MB
;] 1.44 MB
1 214 MR

88 (59.46%)

https://myidecsi.sharepoi

https://myidecsi.sharepoi
https://myidecsi.sharepoi
https://myidecsi.sharepoi
https://myidecsi.sharepoi
https://myidecsi.sharepoi
https://myidecsi.sharepoi
https://myidecsi.sharepoi
https//myidecsi.sharepoi
https://myidecsi.sharepoi
https://myidecsi.sharepoi
https://myidecsi.sharepoi
https://myidecsi.sharepoi
https://myidecsi.sharepoi
https://myidecsi.sharepoi

httne/muidarci charanni

Supervision des groupes
Microsoft 365, des

et identification des
groupes sans propriétaire.
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SUIVRE LES ACTIONS UTILISATEURS DANS LE CADRE D'UNE CAMPAGNE
DE RE-CERTIFICATION POUR INCITER VOS UTILISATEURS A CORRIGER
LES RISQUES

> IDECSI MDS Campaigns . .
%' e Here (5 vervievs of your mfm,mngw"pmw;s. You can select severol camipaigns, but o user will be counted Select » campaign a u p re S d es Ut I I I S ate u rS d e

as many times as the aumber of campaigns he or she is part of _ pa rCO u ri r Ie u r p rofi I

Scope Shaet dote 57612023 Frd clate: 67672023

Points of attention USERS WHO ACCESSED THEIR PROFILES AND PERFORMED ACTIONS MyDataseCurity et Corriger IeS
— 99 risques.

MDS Usage

Query - M365S Groups
USERS WITH ACCESS

Les tableaux de bord permettent
de suivre les

rnuetelaelll es s A—— , et donc
5 B de connaitre I'impact de la

TOE NG campagne sur la gestion des

Deletion of Company link

0 risques Microsoft 365.

Query - Sharings

Query - Sharings by classification 1 0

ACTIONS PERFORMED

g
Reset filters 1 ‘I ion of Specific ink with ext..
Opcate Site privacy to public

Last update: &/1&/2024

&s 223 points d'attention (cf

slide 3), 11 ont été corrigés !
) 9 Powered by §p IDECSI
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DETOX POUR M365 : UN DISPOSITIF CLE-EN-MAIN

Acces, droits, partages : gagnez en controle et
éliminez les risques

‘ ‘ ‘
>
—0

Check Up Correction Mesure
: ,

2 P gt ;m P G
& .‘ K ‘ ARpiications Charles Carson

O /9 0000000
(63 - v m & s
o, ! ¢ ! -
_ § e
Découvrir la situation Eliminer les Mesure de la performance
de son tenant points problématiques et des risques élimines
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PREPARER

SES DONNEES AVEC
DETOX POUR M365
EN 1 MOIS

3

Inventaire des risques et
audit de I'exposition des
données

|dentification des
propriétaires de données
avec points d'attention pour
lancer les actions de
correction

Suivi et mesure des actions
utilisateurs et des risques
élimines
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Pour en savoir plus,
rendez-vous sur

Contact:
06 89 07 05 80

A
B IDECSI

Enterprise Security

Modern
Workplace

4

Data Access
Governance

Collaborative
security



https://www.idecsi.com/fr/
mailto:fabrice.berose@idecsi.com
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